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[Trouble shooting] Computer cannot find wireless router Back to Contents

1. Check whether your computer has a wireless network adapter:

e 1-1. Windows logo key keyboard shortcuts in Windows. Press “Windows logo key
#§ « 4+ “R key”, and then open the Run dialog box, Key in devmgmt.msc, and then open
the Device Manager.

e 1-2. Expand Network adapters.

e 1-3. Look for a network adapter that might have wireless in the name.

Network adapters
F Intel(R) 82579V Gigabit Network Connection
& Intel(R) Dual Band Wireless-AC 7260 I
iniport m
'.? WAN Miniport (IP)
&F WAN Miniport (IPv6)
@ WAN Miniport (L2TP)
@F WAN Miniport (Network Monitor)
@ WAN Miniport (PPPOE)

Lj WAN Miniport (PPTP)

& WAN Miniport (SSTP)

WA

2. Check whether your wireless adapter can search for the wireless SSID nearby.

Select the Network or Wireless icon in the notification area.


https://www.asus.com/us/support/FAQ/1030638
https://www.asus.com/us/support/FAQ/1030638
https://www.asus.com/support/FAQ/1030527/

Currently connected to:

Suy W3 6

Internet access

al-up and VPN ~

T L A

If you have problems with your Wi-Fi network when using the Windows 10, please refer to Fix
Wi-Fi problems in Windows 10(Microsoft support site) for more troubleshooting information.

If you have problems with your Wi-Fi network when using Mac OS X, Please refer to Apple
support site Related FAQ: Manage the Wi-Fi connection on your Mac and How to troubleshoot
Wi-Fi connectivity.

3. Confirm the SSID and password you key in are correct

3-1. Enter the GUI of router, click
3-2. Check whether your wireless the SSID and password.

Note: [FAQ] How to enter the GUI of router? (ASUSWRT)



https://support.microsoft.com/en-us/help/4000432
https://support.microsoft.com/en-us/help/4000432
https://support.apple.com/
https://support.apple.com/
https://support.apple.com/en-us/HT201974
https://support.apple.com/en-us/HT202222
https://support.apple.com/en-us/HT202222
https://www.asus.com/support/FAQ/1005263/

System Status
@ @ 2.4GHz, 5GHz1 and 5G6Hz2  Status
Smart Connect

Primary WAN Secondary WAN
Connected Connected

Tri-band Ssart Connect v

Network Name (SSID)

ASUS_ACS 500

Authentscation Method

g:wrl Connect Status: WPA2-Personal

Security level:

WPA2-Personal 2

WPA Encryption

4. Check your router is NOT set to Hide SSID
4-1. Enter the GUI of router, go to [Wireless] >> [General]

4-2. Check whether Hide SSID.

Wireless - General
Set up the wireless related information below
Enable Smart Connect ON
Smart Connect Tri-band

Network Name (SSID) ASUS_ACS 300

Hide SSID ® s Ono

Wireless Mode Auto v

If you cannot solve the problem with the above solution, please contact the ASUS Product
Support for assistance.

[AiCloud 2.0] How to set up AiCloud Sync?
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[AiCloud 2.0] How to set up AiCloud Sync?


https://www.asus.com/us/support/FAQ/1010006
https://www.asus.com/us/support/FAQ/1010006

Introduction

AiCloud Sync keeps all media files, data, and other content you want to share from online
storage services like ASUS WebStorage, your home network, and even other AiCloud-enabled
networks up to date in real time to easily share and access the same file version wherever you

are.

Please follow the below steps to set up AiCloud Sync :



. Go to AiCloud Sync and turn AiCloud Sync on.

% Quick Internet
N\ Setup

General

@?} Network Map

@%‘, Guest Network
AiProtecti

@ iProtection

(7>) Adaptive QoS

N\., Traffic Analyzer

@; USB Application

£ AiCloud 2.0

Advanced Settings

@ Wireless

/S5US RT-ACG8U

Logout Reboot

Operation Mode: Wireless router Firmware Version: 9.
SSID: 123 68U 123 68U_5G

AiCloud 2.0  AiCloud Sync Sync Server  Settings

AiCloud 2.0 - AiCloud Sync

@)
ME_é ...... & Enables AiClou

FAQ

ON

" Cloud List

Provider Usemame Rule

No data



2. Click Add new account

Cloud List

Provider User Name Rule Folder Name Connection Siatus Delet

‘ Jieming Chen@asus... Hip /sdal/MySyncFolder Einish

*ii;m@

Add new account

3. Select either Webstorage or Dropbox to sync with your router.

Cloud List
Provider WebStorage ¥
Account ‘ WebStorage

Password Dropbox

Folder Browser

Rule synchronisation

Security Code OTP Authenfication

Cancel



" Cloud List

Provider WebStorage W
Account Wireless@asus. com
Password -
Folder /mnt/sda/music Browser
Rule Synchronisation
Security Code ~ OTP Authentication
Cancel Apply

RT-AC68R

5 JetFlash Transcend 16GB
- sda

Cancel



5. Chose the Rule for Synchronization.

' Cloud List

Provider WebStorage ¥
Account Wireless@asus. com
Password (e
Folder /mnt/sda/music , Browser
Rule synchronisation
synchronisation

pownload to USB Disk

Secaniyy Eode upload to Cloud Caion
Cancel Apply
. Enter the security code if you have set it in your webstorage account.
 Cloud List
Provider WebStorage ¥
Account Wireless@asus.com
Password -
Foller /mnt/sda/music Browser
Rule synchronisation

Security Code 1234 OTP Authenticafion



7. Click [Apply] to save the configuration

Cloud List

Provider WebStorage ¥

Account Wireless@asus.com

Password =  ssssssss

Folder /mnt/sdﬁ/music ] Browser

Rule synchronisation

Security Code 1234 " OTP Authentication

Cancel

How to save a modem log with ASUSWRT?

Last Update : 2019/02/26 16:25
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How to save a modem log with ASUSWRT?

1. Open a browser and enter http://192.168.1.1/modemlog.txt on the Url bar.



https://www.asus.com/us/support/FAQ/1014265
https://www.asus.com/us/support/FAQ/1014265
http://192.168.1.1/modemlog.txt

i ——— [ =)

@ ASUS Login x\

€ > C |0 192.168.1.1/modemlog.txt Ll E}

SIGN IN

RT-AC87U

Sign in with your ASUS router account

Username

Password

2.  Enter your Username and Password, and click [Sign in]. After authentication, the
[Modemlog.txt] will be downloaded automatically.



: & o

@ ASUS Login

‘ €« C' | [} 192.168.1.1/Main_Login.asp F ol =

U« SIGN IN

RT-AC87U

Sign in with your ASUS router account

admin

| modemlog.txt ¥ Showall downloads.. %

1
modemina tut B

[Troubleshooting] WiFi LED light is not ON
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[Troubleshooting] WiFi LED light is not ON
Please refer to the user manual for detailed definitions of each LED color.

Search for the device manual from www.asus.com/support/

Example: RT-AC88U


https://www.asus.com/us/support/FAQ/1030643
https://www.asus.com/us/support/FAQ/1030643
https://www.asus.com/support/

0 060600 @




USB 3.0 port
Insert USB 3.0 devices such as USB hard disks or USB flash drives into this port.

Power LED
Off:No power.
On: Device is ready.
Flashing slow: Rescue mode

e 5GHz LED / 2.4GHz LED
Off:No 2.4GHz or 5GHz signal.
On:Wireless system is ready.
Flashing: Transmitting or receiving data via wireless connection.

WAN (Internet) LED
Red:No IP or no physical connection.
On: Has physical connection to a wide area network (WAN).

e LAN 1~8 LED
Off: No power or no physical connection.
On:Has physical connection to a local area network (LAN).

USB3.0LED
Off: No USB 3.0 device connected.
Flashing: USB 3.0 devices are running.

USB 2.0 LED
Off:No USB 2.0 device connected.
Flashing: USB 2.0 devices are running.

WPS LED
Off: WPS verification process is off or completed.
Flashing:WPS verification process is activated.

WPS LED On/Off button
Press this button to turn on/off the WPS LED on the panel.

Wi-Fi On/Off button
Press this button to turn on /off the Wi-Fi connection.

® 6 0 © o

1. Please check if you turned on the WiFi switch of the router.

Wi-Fi On/Off button
Press this button to turn on /off the Wi-F connection.



2. Check if you enabled the Radio function on the setting page.

* Reference : [FAQ] How to enter the GUI of router? (ASUSWRT)

General WPS  Wireless MAC Filter RADIUS Setting = Professional

Wireless - Professional

Wireless Professional Setting allows you to set up additional parameters for
Band 2.4GHz v
Enable Radio Oves ® No

Enable wireless scheduler ®ves Ono

3. Please make sure the router firmware is the latest one.

/U= RT-AC88U Logout Reboot

Operation Mode: Wireless router Firmware Version: 3.0.0.4.380 3341
¢ Quick Internet SSID: CAT-HOME CAT-HOME?

, Setup

General ‘ g Internet status:



https://www.asus.com/support/FAQ/1005263/

4. Restore the router to the default setting

There is a Reset Button at the back of router. When the device is powered on, press and hold the
Reset Button (around 5 secs) until the Power LED starts flashing, then release Reset Button.

% Notice : If the router is restored to default status, then you 'll need to re-enter your
information.

How to manually upgrade firmware for an
ASUS router or range extender ?

Last Update : 2019/02/13 18:06
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How to manually upgrade firmware for an ASUS router or range extender ?

For models: RP-N14, RP-N12, RP-AC52, RP-N53, please follow the FAQ steps and
upgrade the firmware manually.

Step 1: Download the latest firmware for your device

(1). Download the latest Firmware from the ASUS Official support site

How to download firmware for ASUSWRT

(2). Extract the contents from the downloaded ZIP file. In the folder, you will find the firmware
trx file.


https://www.asus.com/us/support/FAQ/1010600
https://www.asus.com/us/support/FAQ/1010600
https://www.asus.com/support/
https://www.asus.com/support/FAQ/1011408

L G

FW_RT_N66U_3
0043803831.zip

i

=

FW_RT_N66U_3
0043803831

Step 2: Find IP address of your device

For Windows users

(1) (2) Click the ‘Driver& Tools’ option on the support page. Select the ASUS Device

Discovery tool and download it.

Manual 8& Document

Driver & Tools

Driver & Tools

Please select OS

L Utilities

Version 1.4.8.0
2017/01/25

BIOS & FIRMWARE

1

Windows 7 64-bit

4.56 MBytes

Show all

EXPAND ALL + COLLAPSE ALL —

DOWNLOAD

(3) Extract the contents from the downloaded ZIP file. In the folder, you will find the

Discovery.exe file.



*

A

Discovery_1471.zip Discovery_1471

(4)(5) Run the Discovery.exe file. The InstallShield Wizard will complete the installation of the
ASUS Wireless Router Device Discovery Utility tool on your computer.

ASUS Wireless Router Device Discovery Utility g

Welcome to the InstallShield Wizard for ASUS Wireless Router Device Discovery
Utility

The InstaliSheeld Wizard will install ASUS Wieless Router Device Discovery Utiity on youwr
compeder. To continue, chick Next

InstallS

(6)(7) After the installation is completed, click the tool icon to view the IP address of your
device.



Device SSID IP Address Subnet Mask Printer

RT-AC5300 Game2G 192.168.1.1 255255 2550
RP-AC52 Game2G RPT} 192.168.1.23 255.255.255.0

Configure Search

_—_—_—

"Number of devices found: 2

For Mac OS X users

(1) Go to the App Store via the below link and download the app.

https://itunes.apple.com/app/asus-device-discovery/id995124504

ASUS Device Discovery
By ASUS

Description

=E

What's New in Version 1.0.0.1.09

1

ASUS Web Siter» ASUS Device Discovery Support »

Free


https://itunes.apple.com/app/asus-device-discovery/id995124504

(2) After installation is completed, launch the app and you will find the IP address of your
device.

Subnet Mask
{192.168.1.1 255.255.255.0

2

,,,,,

For Android users

(1) Go to Google Play via the below link or scan the QR code, and download the app.

https://play.google.com/store/apps/details?id=com.asustek



https://play.google.com/store/apps/details?id=com.asustek

QI QA0 gl 11:54AM

ASUS Device Discovery

ASUSTeK Computerinc

1 ]
2900

Similar

cC

by (34

Downloads 556 &

Discover all ASUS networking devices in
your network

(2) After the installation is completed, launch the app.



G111 (AW 1154AM

ASUS Device Discovery
ASUSTeK Computer inc 2
34

UNINSTALL
2000

Downloads 5562

Similar

(3) Click Refresh button at the top right corner of app to find the IP address of your device.
Q11220 (C7Z M 11:53am

= ASUS Device Discovery O

Mike-N66U

=

For i0OS users
(1) Go to the App Store via the below link or scan the QR code, and download the app.

https://itunes.apple.com/app/asus-device-discovery/id1060015630



https://itunes.apple.com/app/asus-device-discovery/id1060015630

sesse WP E(E = 12113 PM @ 7 97%

{ ASUS rﬁ =

ASUS Device [4+]
Discovery

@ ASUS >

|

List all kinds of ASUS device in To show netwd
local area network

5w P -

Device Discovery (:,

=t Guest_ac5300_bgn

(2) After the installation is completed, launch the app.



eocee LPTE T 12:15 PM @ v 95% W)

< Search m =

ASUS Device [4:

Discovery
ASUS >

List all kinds of ASUS device in

local area network

(3) Click the Refresh button at the top right corner of the app to find the IP address of your
device.

4 Back to App Store 12:11 PM @ 7 98% W)

Device Discovery O

! Mike-NAARII

Step 3: Upload the firmware onto your device



(1) (2) (3) Enter the 1P address of your device in browser, followed by your username and
password to login in your ASUS networking device.

If you cannot find the IP address, type: http://router.asus.com in your browser for ASUS router
models, or http://repeater.asus.com for ASUS range extender models.

% Note: The default username and password used to login to the router settings page are
NOT the SSID and password used to connect wirelessly to the router.

% Note: If you forgot the user name and/or password, please restore the router to the
factory default status. Please press and hold the hardware reset button of the router for at
least 8 seconds to reset the device.

&5 ASUS Login x

<« C | ® Not secure | router.asus.com/Main_Login.asp

¥« Sign In
RT-AC3200

Sign in with your ASUS router account

(4) After logging in your ASUS networking device, click the ‘Firmware Version’ number at
the top of the page.


http://router.asus.com/
http://repeater.asus.com/

/=S RT-N66U Logout Reboot

Operation Mode: Wireless router Firmware Version 3.0.04374 1372
'/‘ " Quick Internet SSID: Mike-N66U Mike-N66U-5G

Setup

General Internet status:

@ Connected
g Network Map WAN IP: 192.168.123.145

DDNS: GO

Mike-N66U-5

(5) Click ‘Choose File’ button on the Firmware Upgrade page.

Operation Mode System Firmware Upgrade Restore/Save/Upload Setting

Administration - Firmware Upgrade

Note:

1. The latest firnware version include updates on the previous version.

2. For a configuration parameter existing both in the old and new firnware, its setting will be kept during the upgrade
process.

3. In case the upgrade process fails, RT-N66U enters the emergency mode automatically. The LED signals at the front of
RT-N66U will indicate such situation. Use the Firmware Restoration utility on the CD to do system recovery.

The latest firmware version to prevail ASUS support site ( http://support.asus.com ).

Product ID RT-N66U

Firmware Version 3004374_1372-g21blab7

New Firmware File Choose File BEaR{IERvIETY

Upload

Or Click [Upload] >> Select the latest Firmware



Operation Mode System Firmware Upgrade Restore/Save/Upload Setting Feedback

Administration - Firmware Upgrade

Note:

The latest firmware version include updates on the previous version

2. For a configuration parameter existing both in the old and new firmware, its setting will be kept during the upgrade
process
In case the upgrade process fails, RT-AC5300 enters the emergency mode automatically. The LED signals at the front of
RT-AC5300 will indicate such a situation. Use the Firmware Restoration utility on the CD to do system recovery
Get the latest firmware version from ASUS Support site at hitp:/iwww.asus.com/support/

Firmware Version

Signature Version
Check Update

" AlMesh router

Current Version : 3.0.0.4.384_20287-951¢c2770
Manual Femware Update : Upload

RT-AC5300

Note : Manual firmware updates will only update this AiMesh router / node, if you are
using an AiMesh system, please make sure you are uploading the proper firmware version.

(6)(7) Select the unzipped firmware .trx file, which you extracted under Step 1 and click ‘Open’
button at the bottom right corner.



4 = EI[D]I B8 # Downloads

FFA AT = W AU D UL

<y
Jo!

LRI ' RT_AC5300...touched.zip
42 Google Drive = RT_Getinfo.png
B RT-ACS8U,.,.151223, ppix
Dropb
42 Dropbox B RT-ACS6U_...e00cB31 trx
£ All My Files RT-ACE8A...505 v1.3.doc
cr-j) iCloud Drive RT-ACGE8HP...ck list.docx
N =% RT-ACE8U...ty Report.pdf
#2: Applications B RT-ACS5U...arketing.pptx
=] Desktop = RT-ACBTU...ware 01.png
= RT-ACETU... 0z,
[} Documents B RT-ACS8U I,T;r? {1].E:tgx RT-N66U_3.0.0.4_380_3831-
nloars ™ RT-AC88U |...0sal 1.pptx g93dfe8c.trx
W RT-AC88U |...0sal 2.pptx Unix Executable File - 30.7 MB
3 Creative Cloud... = RT-AC88U_...151014.pdf Created July 8, 2016 at 11:42 PM
El scresnshots B RT-ACO5U.ppix 6 Modified July 8, 2016 at 11:42 PM
N e Last opened July 6, 2016 at 11:42 PM

. . Add Tags...
Devices RT-NG6U_3...93dfe8c.trx g
Remote Disc R T nh
I 5_D_85308...0430.txt.gz
Format: | All Files (< 7

(8) Check the file you selected is the correct one. Click ‘Upload’ at the bottom.

The latest firmware version to prevail ASUS support site ( hitp://support.asus.com ).

Product 1D RT-NB6U

Firmwanre Version 3.004374_1372-g21blab7 Check

New Firmware File RT-N66U_3.0.0.4_3...3831-g93dfebc trx

Upload




(9) Start the Firmware installation

Wait for 3 minutes until the firmware file is uploaded to your device.

65%

Firmware is upgrading. Please wait about 3 minutes.

After the firmware update is completed, press the On/Off button on your device to reboot it
manually.

Firmware upgrade is done. Please reboot RT-
N66U manually.

Upon rebooting, log in to your device again and check that the latest firmware version has been
successfully installed.

/iSUS RT-N66U Logout Reboot

Operation Mode: wireless router Firmware Version 3.0.0.4.380 3831

¥ &7 Quick Internet SSID: Mike-N66U Mike-N66U-5G
Setup

General ; Internet status:

Connected
Sty Network Map WAN IP: 192.168.123.145
DDNS: GO




[Wireless] How to make my router more
secure?
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How to make my router more secure?

General Setting

1. Set your wireless network encryption as WPA2-AES

After QIS (Quick Internet Setup), the system sets WPA2-AES as your default encryption.
Although the system provides multiple encryptions, we suggest you keep your system in WPAZ2 -
AES encryption if there is no special

requirement.

2. Set up separate passwords for your wireless network and Web GUI

In QIS, we will ask users to set up a password for your wireless network and an admin password.
Please use two different passwords to prevent someone who knows the wireless network
password from logging in Web GUI.

3. Use long and more complex passwords

Use the passwords with more than 8 digits ,which mixed with the capital letters, numbers, and
special characters to increase the security level of your devices. Do not use passwords with
consecutive numbers or letters, such as 12345678, abcdefgh, or gwertyuiop.

4. Update your router to the latest firmware

New version of firmware usually includes new security fixes. Check if there is any new firmware
available via Web GUI or ASUS Router app.

5. Enable the firewall

Firewall setting page is in Advanced Settings. The default value is enabled. Please do not disable
the firewall if there is no special requirement.

6. Enable AiProtection

Enable AiProtection if your device supports this function. It protects your router and LAN
devices from the potential threats and increases the security level.


https://www.asus.com/us/support/FAQ/1039292
https://www.asus.com/us/support/FAQ/1039292

For more information ,please visit https://www.asus.com/AiProtection/

/SUS RT-AC68U Logout Reboot

Operation Mode: Wireless router Firmware Version: 9.0.0.4. 384 9309
% Quick Internet SSID: 123 68U 123 68U_5G
‘N Setup
Network Malicious Sites Two-Way Infected Device Prevention and Parental

Protection Blocking IPS Blocking Controls
General

@3 Network Map AiProtection

ey Guest Network
& Guest Networ AiProtection with Trend Micro provides real-time network monitoring

AiProtection A
L PC or device. Parental Controls let you schedule times that a

to detect malware, viruses, and intrusions before they can reach your

2 connected device is able to access the Internet. You can also restrict
@ Adaptive QoS

unwanted websites and apps.
5 i AiProtection FAQ
4\;\;. Traffic Analyzer \ AiProtection FA

@: USB Application

O AicCloud 2.0

AiProtection
Advanced Settings

@ Wireless
Router Security Assessment
Scan your router to find vulnera and offer available
options to enhance your devices protection

Malicious Sites Blocking

Restrict access to known malicious websites to protect

your network from malware, phishing, spam, adware, Protection
hacking, and ransomware attacks v 1

”.:: Firewall
Two-Way IPS

'n' Administration The Two-Way Intrusion Prevention System protects any
= onnected o the network from spam or DDoS
Ei/ System Log attacks. It also blocks malicious incoming packets to O

— protect your router from network vulnerability attacks,

Protection

7. Disable the access from WAN
Access from WAN allows you to access your router from the Internet. The default value of this
function is disabled. Do not enable this function if there is no special requirement. Visit


https://www.asus.com/AiProtection/

Advanced Settings-> Administration -> Remote Access Config for configuration.

Advanced Settings

@ Wireless

(| LaN

”._ Firewall
()=

ﬁ Administration

£

EE'Z System Log

@ Network Tools

8. Disable Telnet and SSH

Authentication Method

HTTPS LAN port

Remote Access Config

Enable Web Access from WAN

Enable Access Restnctions

Time Zone (aMT+08:00) EBeijing, Hong Kong

MTP Server poal.ntp.org

Metwork Monitoring B DNS Query M Ping

Auto Logout 30 | minute(s) (Disable : 0)

Enable WAN down browser redirect notice O ves @ No

Enable Reboot Scheduler ®ves Ono

Service

Enable Telnet ® ves O No

Enable SSH [y [s] v

Idie Timeout 20 | minute({s) (Disable : 0)
I Local Access Config

HTTPS ¥

8443 Access setting page via https : //router.

®ves O o

®ves O No

Apply

Telnet and SSH allow you to use Linux commands to control your router. The default value of
this function is disabled. Do not enable this function if there is no special requirement. Go
to Advanced Settings -> Administration-> Service for configuration.




Service

. Firewall Enable Telnet

Enable SSH NO
Admimstration

Idie Timeout 20 | minute(s) (Disable - 0)

_ System Log

" Local Access Config

Network Tools Authentication Method

Remote Access Config

Enable Web Access from WAN

Enable Access Restrictions

9. Do not enable DMZ

If your LAN devices need to provide the service to other external devices, such as FTP server,
video server and file server, please set up Port Forwarding rules for each service. Do not enable
this function if there is no special requirement. Some P2P software forums suggest users add PC
IP to DMZ and it increases your risks of getting attacked. We highly suggest users not to do so.



/SU= RT-AC68U Logout Reboot

Operation Mode: Wireless router Firmware Version: 9.0.0.4.384 9309

e s It SSID: 123_68U 123 68U_5G
‘N Setup
Internet Dual Port Virtual Server / Port
Connection WAN Trigger Forwarding
General
@?j Network Map WAN - DMZ
@.} Guest Network Virtual DMZ allows you to expose one computer to the Intemet, so that all the inbounds pac

you set. It is useful while you run some applications that use uncertained incoming ports. Pk

m AiProtection : 2 e
o Special Applications:

(’S Adaptive QoS « Some applications require special handler against NAT. These special handlers are ¢
s « Please add a rule to port forwarding list for USB Disk access properly on FTP service
@. Traffic Analyzer DMZ FAQ
Enable DMZ ®ves O no

@Q USB Application

= Apply
(:3 AiCloud 2.0

Advanced Settings

[,ﬁ Wireless

[ Lan

e

Advanced Setting
1. Enable https to log in ASUSWRT

Https is a standard HTTP protocol covered with a layer of SSL/TLS encryption when you are

using WPA-AES encryption. ASUSWRT with WPA-AES encryption default connects you with
http considering its ease-of-use. You can visit Advanced Settings-> Administration-> System-
> Local Access Config to change Authentication Method to https. After enabling https,



remember to manually input https:// in the beginning of the URL, and add port number
8443(default port) at the end of the URL (https://router.asus.com:8443).

Advanced Settings

@ Wireless

E] LAN
=3 WAN
IPV6

VPN

Firewall

 System Log

@b
=
L2
o
E
2

Network Tools

Time Zone

MTFP Server

MNetwork Monitoring

(GMT+08:00) Beijing, Hong Kong

pool.ntp.org

B DNS Query B Ping

Enable Access Restrictions

Auto Logout 30 | minute{s) (Disable . 0)
Enable WAN down browser redirect notice Ove; @ No

Enable Reboot Scheduler ®ves Opng

Service

Enable Teinet ®ves O pNo

Enable SSH NO A

Idle Timeout 20 | minute{s) (Disable : 0)
Local Access Config

Authentication Method HTTPS ¥

HTTPS LAN port 8443 Access setfing page via https://router.a
Remote Access Config

Enable Web Access from WAN ®ves O No

Because the routers use self-signed certificate, the browser will show the warning message as the
following screenshot. You can ignore the warning because your router is a trusted device. Please
click Advanced and visit ASUSWRT.

*When you see this warning with connecting to other websites instead of ASUSWRT,
please stay alert. This might be a dangerous website.




Privacy error b4 +

& C A Mot secure | Rips/ router.asus.com: 8443

Your connection is not private

Attackers might be trying to steal your information from router.asus.com (for
passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

Advanced

2. Only allow specified IP address to log in ASUSWRT

Go to Advanced Settings-> Administration-> System-> Specified IP Address to allow
specific IP to login to the ASUSWRT. This will increase the security level for your network.



Allow only specified IP address

Specified IP address (Max Limit : 4)

Destination IP Access Type

: 2 web Ui M ssH M Telnet (Lan only)

3. Disable UPnP

Some devices use the UPnP for the ease-of-use. For compatibility, ASUSWRT default enables
UPNP. Users can visit Advanced Settings-> WAN -> Basic Config -> Enable UPnP to disable
UPNP. You can keep UPnP disabled if there is no trouble occurs after disabling.
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WAN - Internet Connection

RT-AC68U supports several connection types to WAN (wide are
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Configure the Ethernet WAN settings of RT-AC68U.

Basic Config

WAN Connection Type

Automatic IP

ﬁ;?.ﬁ WAN

Enable WAN Oves ® No
Enable NAT Oves ® No
Enable UPnP  UPnP _FAQ ®ves Ono
WAN DNS Setting

Connect to DNS Server automatically O ves ® No
Account Settings

Authentication None v

Special Requirement from ISP



4. Set up Wireless MAC Address Filter for your wireless network

If your connecting client does not always change, you can set up a white list in Wireless MAC
Address Filter only allows the specified MAC address to get connected to your router. Visit
Advanced Settings -> Wireless -> Wireless MAC Filter -> Change MAC filter mode to
Accept and add specific MAC address to your list. Only those devices in the list are allowed to
connect to your router.
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1. Check whether your computer has a wireless network adapter:

e 1-1. Windows logo key keyboard shortcuts in Windows. Press “Windows logo key
&3 « + “R key”, and then open the Run dialog box, Key in devmgmt.msc, and then open
the Device Manager.

o 1-2. Expand Network adapters.

e 1-3. Look for a network adapter that might have wireless in the name.

!? WAN Miniport (IP)

@ WAN Miniport (IPv6)

@ WAN Miniport (L2TP)

@F WAN Miniport (Network Monitor)
q WAN Miniport (PPPOE)

@ WAN Miniport (PPTP)

@ WAN Miniport (SSTP)

2. Check whether your wireless adapter can search for the wireless SSID nearby.

Select the Network or Wireless icon in the notification area.

Currently connected to: *r

oy B33 6
T Intemet access
| Dwal-up and VPN v
el E 34 L A
HOME ."“

&

Open Network and Shanng Center



https://www.asus.com/us/support/FAQ/1030638
https://www.asus.com/us/support/FAQ/1030638
https://www.asus.com/support/FAQ/1030527/

If you have problems with your Wi-Fi network when using the Windows 10, please refer to Fix
Wi-Fi problems in Windows 10(Microsoft support site) for more troubleshooting information.

If you have problems with your Wi-Fi network when using Mac OS X, Please refer to Apple
support site Related FAQ: Manage the Wi-Fi connection on your Mac and How to troubleshoot
Wi-Fi connectivity.

3. Confirm the SSID and password you key in are correct

3-1. Enter the GUI of router, click
3-2. Check whether your wireless the SSID and password.

Note: [FAQ] How to enter the GUI of router? (ASUSWRT)

System Status

@ @ 2.4GHz, 5GHz1 and 56Hz2  Status
Smart Connect

Tri-band Ssart Connect
Primary WAN Secondary WAN . L %

Connected Connected Network Name (SSID)

ASUS_ACS 300

Authentication Method

Smart Connect Status:
On
Security level:

WPA2-Personal @

WPAZ2-Personal

WPA Encryption

4. Check your router is NOT set to Hide SSID

4-1. Enter the GUI of router, go to [Wireless] >> [General]

4-2. Check whether Hide SSID.


https://support.microsoft.com/en-us/help/4000432
https://support.microsoft.com/en-us/help/4000432
https://support.apple.com/
https://support.apple.com/
https://support.apple.com/en-us/HT201974
https://support.apple.com/en-us/HT202222
https://support.apple.com/en-us/HT202222
https://www.asus.com/support/FAQ/1005263/

Wireless - General

Set up the wireless refated information below

Enable Smart Connect ON

Smart Connect Tri-band

Network Name (SSID)

Hide SSID

Wireless Mode

If you cannot solve the problem with the above solution, please contact the ASUS Product
Support for assistance.



