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Prerequisites

This guide is for congregations with ADSL or VDSL connections. Before starting this step by step process,
please power up your router and connect to the default WiFi connection provided. These details can be
found in the product box. If you have a Fibre connection, please see the note under Step 8.

The following configuration steps will provide you with an optimized configuration for your Kingdom

Hall. This process will:

1. Ensure that Vattendance VolP traffic is prioritized, allowing the clearest sound possible.
Provide separate SSID’s for Administrators and Guests (everyone else) to ensure that network
traffic that is critical to the meeting is separated from general traffic.

3. Employ a basic web content filtering system that blocks explicit material.

1 Inyourinternet browser, browse to address
“http://fritz.box”. Select “English” and click “Next”.
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Language Selection

Please select your language.
) Deutsch
© English
~ Espafiol
Frangais
Italiano
Polski

2 Select your country and click “Next”
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Regional Setting

Please select your country. If your country is not included in the list, select the "Other country" setting.

New Zealand

N T
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3 Router will now restart. Wait two minutes and connect again.
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FRITZ!Box Restart

The FRITZ!Box will be restarted now. This will take about two minutes.

After the restart you will be automatically redirected to the FRITZ!Box "Overview" page.

4 Enter your chosen Administrator password and click “OK”.
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Welcome to FRITZ!Box

Assign a FRITZ!Box password to protect your personal data, settings and account information from unauthorized access.

FRITZ!Box password ~ MyAdminPassword
gzmd_
Attention:
Make a note of the FRITZ!Box password you just assigned.
Access to the FRITZ!Box is permitted only if the specified password is entered here. Be sure to keep it in a safe place.

Without the password, you cannot open the user interface again until the factory settings have been restored to the FRITZ!Box. This operation
will discard all FRITZ!Box settings.

5 Click “Next”
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Welcome

This Wizard assists you in configuring your FRITZ!Box.

All of the necessary basic settings are performed in just a few steps. You can cancel the Wizard at any time and continue configuration at a later
point in time.

If you would like to import settings to your FRITZ!Box that were saved before in another FRITZ!Box or in a compatible Speedport device, click here:
Apply Settings This closes the Configuration Wizard.
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6 Click “Exit Wizard”

©  ® @ rFRITZiBox 7490
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If you exit the Wizard now, your entries will be lost.

Exit Wizard

Continue Wizard

7 You will see this page. On the left menu select “Internet”
then “Account Information”

©  ® @ FRITZIBox 7490
< C O fritz.box

(2) Overview

@ Internet

. Telephony
1< Home Network
= Wireless

L, pect

@ Diagnostics

(®) System

FRITZ!Box 7490

Wizards

Configuration Step by Step Using the Wizards

» Manage Telephony Devices

This Wizard assists you in connecting and configuring your
telephones, answering machines, fax machines, ISDN PBXs and
cordless (DECT) telephones.

» Manage Telephone Numbers
This Wizard assists in you in adding and editing telephone numbers.

» Configure Internet Connection

This Wizard assists you in configuring, editing, and checking your
Internet connection.

» Check the Status of the FRITZ!Box

You can have the status and the settings of the FRITZ!Box checked.
The results of the diagnostics can be saved.

FRITZINAS MyFRITZ!

» Security

List of FRITZ!Box settings that regulate access to the FRITZ!Box from
the Internet, and indications of potentially insecure settings

» Save and Restore Settings

Save the settings you configured on your FRITZ!Box permanently on
your computer, or restore the previous settings.

» Update

Checks whether a new FRITZ!0S is available for your FRITZ!Box and
updates it if desired.

» Configure Push Service

Push services send you e-mail on a regular basis or when certain
events occur: for instance with the connection and usage data of the
FRITZ!Box.

8 Enter the name of your ISP and select “Connecting to a DSL

line”.

NOTE FOR THOSE WITH FIBRE: This guide is only for those with ADSL or VDSL. If you
have a Fibre connection, select “External modem or router” instead. Please refer to your ISP

for configuration details required for this. You will need a VLAN ID (normally “10”).
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Internet > Account Information

Q Overview On this page you enter the data of your Internet connection, and can adjust the connection to special circumstances if needed.
(® Internet ~ . X
Internet Service Provider

Online Monitor Select your Internet service provider:

Account Informati Internet service provider Other Internet service provider

DSL Information Name Spark]

Y. Telephony

Connection
1< Home Network

Specify how the Internet connection should be established.
Wireless
© Connecting to a DSL line

.E, DECT Select this kind of connection when the FRITZ!Box is connected to your DSL line using the DSL cable. The DSL modem integrated in the

. . FRITZ!Box is used for the Internet connection.
@ Diagnostics i .
Connecting to a cable modem (cable connection)

(e) System Select this kind of connection if the "LAN 1" port of the FRITZ!Box is connected to a cable modem that establishes the Internet connection.
Wizards External modem or router
Select this kind of connection if the "LAN 1" port of the FRITZ!Box is connected to an already existing external modem or router.

9 On the same page scroll down and enter your ISP Username
and password.

NOTE: If your ISP is Spark New Zealand, you may enter the same username and password
that is shown in the below screenshot.

©  ® & FRITZIBox 7490 x \
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Internet > Account Information @
RITZTBOX 1S USed Tor the e

Q Overview Connecting to a cable modem (cable connection)

Select this kind of connection if the "LAN 1" port of the FRITZ!Box is connected to a cable modem that establishes the Internet connection.
(® Internet ~ -

External modem or router

Online Monitor Select this kind of connection if the "LAN 1" port of the FRITZ!Box is connected to an already existing external modem or router.

Account Inform.

Account Information

DSL Information

Y. Telephony Enter the Internet account information you received from your Internet service provider.
7 Home Network User name user@spark.co.nz
. Password password
Wireless
L, DECT

Connection Settings
@< Diagnostics The connection settings are already set to the most frequently used values. You can change these values if needed.
(S) System Change connection settings +

Wizards
Check the Internet connection after "Apply" has been clicked

View: Standard Contents Manual
Apply Cancel
en.avm.de
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10 On the same page, click “Change connection settings”. You
can either select “Detect Automatically” or enter your ISP’s
DSL settings manually as below. When finished, click “Apply”.

©®  ©® @ rFRITZIBox 7490 * 2]
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Internet > Account Information
VLAN ID
() Overview DSL ATM Settings
(® Internet ~ Detect automatically
. . © Set manually
Online Monitor VeI o

Account Information VCl 100

Encapsulation

PPPOE

DSL Information

‘. Telephony PPPoA/ LLC

< Home Network © PPPoA/VC-Mux
Wireless PPPoE Passthrough

H DECT Enable this option only if you require an additional Internet connection for a certain network device in the home network.

- Attention:

©x Diagnostics No additional costs accrue for the Internet connections established by connected network devices.

(E) System | Connected network devices are also allowed to establish their own Internet connections (not recommended)
Wizards

Check the Internet connection after "Apply" has been clicked

View: Standard Contents Manual
Apply Cancel
en.avm.de Pages

11 Click “OK".
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Save the Settings
(1) Overview The procedure was concluded successfully.
(® Internet ~ e

Online Monitor

Account Information

Filters

Permit Access

MyFRITZ! Account

DSL Information “

Y, Telephony
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12 In the top right of the page, click the three vertical dots icon
to the right of “MyFRITZ!” and turn on “Advanced View”.

©  ® @ FrITZIBox 7490 x [:; )
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Advanced View

FRITZINAS

MyFRITZ!

13 On the left menu Select “Internet”, "Filters” then select the
“Lists” TAB. Then click “Add Network Applications”.
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Internet > Filters

(2) Overview

The following list contains the network applications that are available for creating Internet access and prioritization rules. You can edit the entries
@ Internet A~ and add missing applications to the list.

Online Monitor Network Applications Protocol

Internet telephon
Account Information phony
Surfing

HTTP server CP

V4 x
Permit Access FTP server TCP Y X
MyFRITZ! Account eMule TCP, UDP 7 [ x
DSL Information CUULTIGLS ep 4 *
MS Remote Desktop TCP Y4 X
%, Telephony
SSH TCP Y4 x
1< Home Network Telnet Tcp s [ x
= Wireless Everything except surfing and mail TCP, UDP d X
|Ea DECT Add Network Application
3 Niaannc tire
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14 Click “New Protocol”
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Network Application for Prioritization Rules

@ Overview Here you set up and edit the network application. Give the application a name and assign it the protocols and ports it uses when it sends data to
the Internet.
(@ Internet ~ Network application Vattendance
Online Monitor Specify which protocols and ports the network application uses when it sends data to the Internet.

Account Information Protocol ~ Source Port Destination Port

m Currently no protocol is assigned to this application.

Permit Access

New Protocol
MyFRITZ! Account

%, Telephony

15 Fill out this page as pictured and click “OK”.

© @ & FRITZ!Box 7490 x
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Protocol @

Protocol:
(2) Overview
TCP
(® Internet ~ © upP
ESP
Online Monitor GRE
Account Information ICMP
Source port:
Permit Access -
any
MyFRITZ! Account ) Port

to
DSL Information © Port 50600 [to 50700

Y. Telephony

Destination port:
1< Home Network
O any
Wireless Port
" Port to
5, pEcT

. . The packets are regarded from the FRITZ!Box network in the direction of the Internet.
@x Diagnostics
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16 Click “New Protocol” again.
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Network Application for Prioritization Rules @

Q Overview Here you set up and edit the network application. Give the application a name and assign it the protocols and ports it uses when it sends data to
the Internet.

(® Internet ~ Network application Vattendance

Online Monitor Specify which protocols and ports the network application uses when it sends data to the Internet.

Account Information Protocol & Source Port Destination Port

Permit Access

New Protocol
MyFRITZ! Account

Y. Telephony

17 Fill out this page as pictured and click “OK”.
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Protocol @

Protocol:

(1) Overview TCP
(® Internet ~ © uop
ESP

Online Monitor ) GRE
ICMP

Account Information

Permit Access -
any

MyFRITZ! Account © Port 4569
Port to
DSL Information

Y. Telephony
1< Home Network

Destination port:

O any
Wireless Port

Port to
L, DECT

The packets are regarded from the FRITZ!Box network in the direction of the Internet.
@x Diagnostics
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18 Click “OK”
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Network Application for Prioritization Rules @
Q Overview Here you set up and edit the network application. Give the application a name and assign it the protocols and ports it uses when it sends data to
the Internet.
(® Internet ~ Network application Vattendance
Online Monitor Specify which protocols and ports the network application uses when it sends data to the Internet.
Account Information Protocol # Source Port Destination Port
Permit Access QLI 4569 any 4 X

{
MyFRITZ! Account New Protocol

DSL Information

1< Home Network

19 On the same page scroll down and select options as shown
below and click “Apply”.
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Internet > Filters

(2] Overview
(3 Internet ~ Global Filter Settings

Online Monitor Firewall in Stealth mode

. In stealth mode the FRITZ!Box firewall rejects unsolicited queries from the Internet instead of replying with ICMP control messages. It continues
Account Information to reply to queries frequently required by programs. Enable this option if you want to make it more difficult to identify your FRITZ!Box through

e-mail filter via port 25
Permit Access enabled

MyFRITZ! Account This filter blocks e-mail dispatch via the insecure port 25. Enable this filter in order to block uncontrolled sending of e-mail messages (for
i instance, by malware on devices in the home network. Use only secure e-mail servers if you would like to enable this filter.

DSL Information NetBIOS filter enabled

<)

%, Telephony This filter blocks NetBIOS packets, which are usually not required for communication in the Internet. Disable this filter only if you are using
applications that have to exchange NetBIOS packets with the Internet.
1< Home Network

Teredo filter enabled
Wireless This filter blocks Teredo packets. Teredo is a tunnel protocol that allows individual devices in the home network to bypass the FRITZ!Box
H DECT firewall in order to establish their own IPv6 connections. Teredo is not usually necessary if the FRITZ!Box provides a native IPv6 connection for
=

the home network. Disable this filter only if one of the devices in your home network absolutely requires Teredo and the FRITZ!Box IPvé firewall

oy Diagnostics is not desired as protection against unwanted Teredo connections.

10
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20 Select the “Prioritization” TAB and click “New Rule”.
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Internet > Filters

Prioritization
(3] Overview

(® Internet ~ FRITZ!Box can grant priority to important network devices and applications in the local network when the Internet is working at capacity.

You can specify here that certain network devices and network applications have priority over others when the Internet connection is busy.
Online Monitor

Account Information Real-time Applications

Applications with high demands on transmission speed and reaction times (e.g. Internet telephony, IPTV, video on demand).

If an application of this category uses the Internet connection to full capacity, no other data will be transmitted.
Permit Access
Network Device Network Application
1 .
MyFRITZ! Account automatic Internet telephony 238

DSL Information

. Telephony New Rule
21 Select the options shown below and click “OK”.

V.‘:‘. /% FRITZIBox 7490 x WL E‘
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Rules for Real-time Applications

(2] Overview Specify the network device for which the rule is to apply:

All devices
(3 Internet ~
Enter the network application:

Online Monitor Vattendance

Account Information

Permit Access

MyFRITZ! Account

Y. Telephony

11
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22 On the left hand menu select “Internet” then “Account
Information”. Then select the “DNS Server” TAB. Configure
this page as shown and click “Apply”.
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Internet > Account Information

DNS Server
(2] Overview

@ Internet ~ Specify whether the DNS servers assigned by the Internet provider or other DNS servers should be used for name resolution.

Online Monitor DNSv4 Servers

Account Information Use DNSv4 servers assigned by the Internet service provider (recommended)

Filters © Use other DNSv4 servers
Preferred DNSv4 server: 208 .67 .222 -123

Permit Access
Alternative DNSv4 server: 208 .67 -220 .123
MyFRITZ! Account

DSL Information Apply

23 On the left hand menu select “Home Network” then click the
“Network Settings” TAB. Configure page as shown below.
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Home Network > Home Network Overview

Network Settings

(3] Overview
@ Internet Guest Access
Here you can grant your guests fast, secure access to the Internet. Enable the "Guest access for LAN 4 enabled" option and connect the guest
\ Telephony device to the "LAN 4" socket on your FRITZ!Box. The connected device uses your guest network, but has no access to your home network.
|;|'_r‘ Home Network ~ Guest access enabled for LAN 4
) Permit login with guest access only after consent to terms of use
Home Network Overview
USB Devices

LAN Settings

Storage (NAS) Here you can specify whether the Gbit LAN ports of the FRITZ!Box would be operated in "Power Mode" at full power, or in "Green Mode" with

transmission at 100 Mbit/s and reduced power consumption.

Media Server
FRITZ!Box Name LAN Port Power Mode Green Mode
1 Gbit/s 100 Mbit/s
Smart Home LAN 1 o -
Wireless CAN:2 °
LAN 3 -
L, pect LAN4 o

24 On the same page scroll down and configure the time server.
In New Zealand, enter “0.nz.pool.ntp.org”. In Australia enter
“0.au.pool.ntp.org”. Click “Apply” when done.

12



@ Vattendance

Router Configuration Guide

© © ® @ FRITZ!Box 7490 x A}

& C @ fritz.box/# ¥ ®

FRITZ!Box 7490 FRITZINAS MyFRITZ!

Home Network > Home Network Overview @

Network Settings

Ll vverview

@ Internet
Y. Telephony Time Synchronization
I;I'j Home Network A The FRITZ!Box synchronizes the time with the specified time server in the Internet.
) Time server: 0.nz.pool.ntp.org
Home Network Overview
Enable the following option if the FRITZ!Box is supposed to be used as a time server in the home network.
USB Devices

Making FRITZ!Box available as a time server in the home network
Storage (NAS)
Media Server DNS Rebind Protection

FRITZ!Box suppresses DNS responses that refer to IP addresses in its own home network (DNS rebind protection). Here you can specify a list of

FRITZ!Box Name ) . . .
domain names for which DNS rebind protection should not apply.

Smart Home Domain name exceptions:

Wireless

L, pECT

@x Diagnostics

(®) System

Wizarde

25 You can specify your network IP address settings on this page
however the default settings will suffice.

®  ® & FRITZIBox 7490 x ;J
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|Pv4 Settings
(1) Overview Enter the IPv4 address at which the FRITZ!Box can be reached in the local network.
Attention!
@ Internet Changes on this page may have the result that the FRITZ!Box can no longer be reached. Be sure to consult the Help before making any changes
here.
‘. Telephony
37 Home Network ~
Home Network
AR T IPv4 address 192 .168 .178 .1
USB Devices Subnet mask 255 .255 255 -0

Enable DHCP server

Storage (NAS)
& DHCP server assigns IPv4 addresses

Media Server from 192 .168 - 178 .20
FRITZ!Box Name to 192 . 168 - 178 - 200
Smart Home Valid for 10 days

The assigned IP addresses will be released after the period of validity has lapsed.
Wireless If you would like to use a different DNS server in your home network, enter its IP address here so that the FRITZ!Box can announce it to the
E. DECT devices in the home network.

. . Local DNS server: 192 - 168 -178 -1
@ Diagnostics

13
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26 On the left hand menu, select “Wireless” then “Radio
Network”. Configure a different name for your admin WiFi
network if desire. Otherwise the default name is fine.

NOTE: This WiFi SSID is for devices perform admin functions. Devices connected to this

network can connect to any other devices and have full internet access. If you change this
SSID name, the router will restart and you will need to reconnect to continue these
configuration steps.

®  ©® @ FRITZ1Box 7490 x L\ =
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Wireless > Radio Network @
(2] Overview Radio Network
@ Internet The wireless radio network of your FRITZ!Box is visible for other wireless devices and designated with a name, known as the SSID.
\ Telephony 2.4-GHz frequency band

I;I'_f' Home Network Wireless radio network enabled

Name of the wireless radio network

Wireless A~ (sSID) khjw-admin
Radio Network MAC address 38:10:D5:29:84:3A
Radio Channel 5-GHz Frequency Band
Security Wireless radio network enabled

Name of the wireless radio network «hi .
Schedule (sSID) khjw-admin
Guest Access MAC Address 38:10:D5:29:84:38
Repeater Name of the wireless radio network visible

27 On the left hand menu, select “Wireless” then “Security”.
Configure as below but specify your own Network Key.

NOTE: The router will restart and you will need to reconnect to the router.
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Wireless > Security

Encryption

(3) Overview
@ Internet Specify here how your wireless radio network should be secured against unauthorized use and monitoring.
© WPAencryption (highest security)
\ Telephony " non-encrypted (not recommended, unprotected)
1< Home Network WPA Encryption
Wireless ~ Define a network key. This network key is used to secure wireless LAN connections. The network key must be between 8 and 63 characters in
length.
Radio Network WPA mode WPA2 (CCMP)
Radio Channel Network key YourAdminPassword
Schedule
Additional Security Settings
Guest Access
Enable AVM Stick & Surf
Repeater

The active wireless devices displayed below may communicate with each other

14
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28 On the left hand menu, select “Wireless” then “Guest
Access”. Configure page as shown below, using your own
unique SSID and Network key (password). Then click “Apply”.

This is the SSID that most in the congregation will use. Devices using this network cannot
access other devices on the network and have access only to websites and email. There is
also a basic Web Content Filter applied that blocks explicit material.

(<]

®  ® @ FRITZIBox 7490 x \
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Wireless > Guest Access @

Here you can grant your guests fast, secure wireless access to the Internet. Registered devices can use the Internet connection, but have no access

(2) Overview

to your home network. Their use can be logged and restricted to certain Internet applications. Important Instructions
(@ Internet
. Telephony Enable Guest Access (Private Hotspot)

Guest access enabled
Name of the guest radio

Wireless ~ network (SSID)

Encryption WPA2 (CCMP)

Define a network key. This network key is used to secure wireless LAN connections.

¢ Home Network
khjw-guest

Radio Network

Radio Channel Network key YourGuestPassword
Security good
Send log of devices' login and logoff events by e-mail (FRITZ!Box Push
Schedule Service)
First configure Push Service in the System / Push Service".
Restrict Internet applications: Only surfing and mail allowed

Repeater Permit login with guest access only after consent to terms of use
H DECT The wireless devices connected with the guest access can communicate with each other
= Disconnect automatically after

@x Diagnostics Do not disable until the last guest has logged off

29 On the left hand menu, select “System” then “Update”. Click
“Find New FRITZ!0S”.

© © % FRITZIBox 7490 x

O

C O fritz.box/#

FRITZ!Box 7490 FRITZINAS MyFRITZ!

System > Update

. Iewepnony FRITZ!OS Version

3
L= Home Network FRITZ!OS is the FRITZ!Box software. The following version is currently installed on your FRITZ!Box:
Wireless FRITZ!OS installed:| 06.52
L, DECT

. . Here you can check whether a new FRITZ!OS for your FRITZ!Box is available and perform an automatic update. A new version of FRITZ!OS can
@ Diagnostics contain improvements, bug fixes and important security updates, as well as significant new functions.

For secure, reliable use of your FRITZ!Box we recommend updating the FRITZ!OS regularly.

You can request notification about new FRITZ!OS versions in the future by push service mail.

Event Lo;

e Find New FRITZ!OS

(%) System ~

Energy Monitor
Push Service
Buttons and LEDs
FRITZ!Box Users

Backup

15
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30 The router will search for the latest firmware version and
install automatically.
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System > Update

. leepnoiy FRITZ!OS Version

3
L= Home Network FRITZ!OS is the FRITZ!Box software. The following version is currently installed on your FRITZ!Box:

Wireless FRITZIOS installed: 06.52 |

L, DECT

@ D i Checking whether a new FRITZ!OS is available on the AVM Update Server.
iagnostics

(%) System ~
Event Log
Energy Monitor
Push Service
Buttons and LEDs
FRITZ!Box Users

Backup

Update

31 On the left hand menu select “System” then “Backup”. Enter
a password of your choice and click “Save”.

This is a backup of your configuration if you ever need to configure your router again. Store
this on your computer and remember the password.
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System > Backup

. lewepnony Save

3
&< Home Network Here you can save all settings made in your FRITZ!Box to a backup file.

Wireless The settings can be restored completely in this FRITZ!Box or in a FRITZ!Box of the same type. Selected settings from the backup file can be
imported to other FRITZ!Box models.

5, pEcT
@ Diagnostics Save Settings
(E) System A~ Protect the backup file with a password.

B Password RestorePassword

vent Log —
good
Energy Monitor Note:
Push Service Be sure to keep the password in a safe place. The backup file can be used only after the password is entered.

Buttons and LEDs

FRITZ!Box Users

Update

16
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32 And that’s it! Enjoy your new router.

®  ® G FRTZIBox 7490 x (@ #17741Info for new router: < x ' 32 192.168.0.254/atm_pppoe.i x | () Speedtest.net by Ookla - The  x
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A FRITZ!Box 7490 FITZNAS  MyFRITZ

Overview ®

" Model: FRITZ!Box 7490 FRITZ!0OS: 06.52
Overview .
Current power consumption: 50%
(@ Internet .
Connections

‘. Telephony @ Internet connected since 31.08.2016, 03:12 @ DSL connected, ¥ 8,7 Mbit/s ~ 991 kbit/s
"7 Home Network Provider: TPG ) LAN not connected
& IPaddress: 14.201.222.164 @ Wireless  on, Radio network 2,4 GHz: khjw-hidden
Wireless ) Telephony no Telephone numbers configured @ Wireless  on, Radio network 5 GHz: khjw-hidden
B ) DECT off
., DECT ) USB no device connected
@ Diagnostics : m
Calls today: 0 more... Answering Machine today: 0 more...
(e) System No calls Answering machine disabled
Wizards .
T—— more..
@) Matts-MacBook Wireless - 5 GHz Telephone book 1 Contact in Telephone book
Wireless guest access  enabled (2,4/5 GHz), secured, 0 devices,
KHOC
) Storage (NAS) 1 MB used, 405 MB free
View: Advanced Contents Manual
Parental controls ready
en.avm.de R
FRITZ!Box services can be accessed from the Internet (HTTPS)
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